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Subscription Editor Guide

Overview
The Subscription Editor is a built-in web Ul for managing metric subscriptions, maintenance windows,
anomaly review, reports, and Al-powered discovery. It is available on all tiers at:

https://<editor-domain>/editor

The editor is protected by Cognito authentication. On advanced+ tiers, RBAC is enforced via Cognito
groups (admin = full access, viewer = read-only).

Subscriptions (41/1000) All None
Description
a
A \A‘I:M?:"'g" S""':?Qerd Disk used percentage via CloudWatch Agent - alerts when disk usage is high
ALB Sxx errors Namespace Metric Name Account ID Enabled
AWs/ApplicationELE/HTTPCade ELE_5XX_Co CWAgent disk_used_percent (765710438805) No
ALB p95 response time
AWS/ApplicationELB/TargetRespanseTime Stat Dimensions
ALB target 5xx (backend errors) Average ~  —allresources -
AWS/ApplicationELB/HTTPCode Target 5XX_Count
{"device™".™" "Instanceld"".*"}
API Gateway 5xx errors
AWS/ApiGateway/SKXError
Threshold Direction
API Gatewav Count
AWS/ApiGateway/Count 25 High v
1 API GGatew 095 Iatencv * Baseline (days) Period Corr. Window Log Pattern Retention Email
WS/ApiGatew
0 60s v 5 0 Yes
ing EstimatedCharges
AWS/Billing/EstimatedCharges
Bytes received on all network interfaces by the EC... Email threshold Runbook URL Alert if below Alert if above
AWS/EC2/Networldn 0 https-/hwiki example com/runbooks/ none 90
C\oudFront 5x0x rale
AW ont/SxxErrorRat:
h
CIﬂudWat(h Firehose Delivery Preview 5,  Baseline Clene Close
AWS/Firehose/DeliveryToS3.Records
Disk used percentage via CloudWatch Agent - ale...
CWiagent/disk_used_percent
EBS disk space usage percentage. Requires Cloud..
CWAgent/disk_used_per
EC2 CPU utilization (all instances)
AWS/EC2/CPUUilization
EC2 CPuCred\lUsaqe
AWS/EC2/CPUCred tUsage
Flrehnse delwely lag (delivery backing up) *
AWS/Firehose/DeliveryToS3.DataFreshness
JVM memory pressure percentage for Elasticsearc...
AWS/ES/IVMMemoryPressure
Lambda cuncurren(y [approachmg reserved limit)...
AWS/Lambda/ConcurrentEx
Lambda cuncurren(y [approachmg reserved limit)...
AWS/Lambda/Concurre:
1amhda arrars fall fimctinnsl L
FAQ

Note: A landing page has been provided with links to the editor and OpenSearch (https://<editor-
domain>/).
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Layout
e Left panel: Subscription list with status badges, trend indicators, and keyboard navigation

(™)

e Right panel: Edit form, anomaly viewer, maintenance windows, reports, or discovery wizard

e Header: Tier info, timezone selector, navigation buttons ( 4> Discover Metrics, Reload,
Anomalies, Maintenance, Reports, Versions, Logout)

Creating a Subscription
Discover Metrics

Click Discover to open the Discovery panel:

e Active metrics: Shows all CloudWatch metrics currently emitting data in your account
(refreshed every 6h)

e Catalog metrics: Toggle "Show all AWS metrics" to see the full catalog (479 metrics across
57 namespaces)

e Quick-start chips: One-click templates for common monitoring patterns (Lambda errors,
ALB 5xx, RDS CPU, etc.)

e Al Suggest (advanced+): Describe what you want to monitor in natural language. Press

Enter or click Suggest. Bedrock returns a complete subscription configuration. Press
Next for other suggestions, apply as needed navigating (Prev/Next).

e Subscribe button: Pre-fills the subscription form from the selected metric
e Refresh U: Triggers a synchronous discovery scan (~30s)

Manual

1. Click +in the left panel header

2. Fillin the required fields (Description, Namespace, Metric Name)
3. Configure dimensions, stat, period, threshold, and direction

4. Click Save

On save, the editor validates the configuration server-side and syncs the CloudWatch Metric Stream to
include the new namespace.
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Subscription Fields

Description Default

Description Human-readable name (required, must be unique) —
Namespace CloudWatch namespace (e.g. AWS/Lambda, AWS/EC2) —
Metric Name The metric within the namespace. Clear and Preview to see all available. —
Account ID Blank = local only. * = all accounts. Or select specific accounts. local
Enabled Whether actively collecting and alerting Yes

Stat Aggregation: Average, Sum, Maximum, Minimum, SampleCount, p99/p95/p90 Average
Dimensions JSON object. {} = all resources. Use ".*" for wildcard per-resource monitoring. {}

Select from dropdown or type custom.

Threshold Z-score sensitivity (1.0-10.0). Lower = more sensitive. 3.0 catches top 0.3% 3.0
outliers.

Z-score alerting disabled when set to -1. Only "Alert if below" / "Alert if above'
static thresholds will fire. Baseline still learns in the background.

Direction High = only spikes. Low = only drops. Both = either. Both

Tune Those on advanced or above tiers will see < Tune button, upon clicking Al will —
suggest some recommendations to tune the subscription (Ctrl+Click will leverage
OpenSearch versus current anomalies).

Baseline (days) Training period override. 0 = use tier default. 0

Period Aggregation period: 60s, 5m, 15m, 1h 60s
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Corr. Window Minutes before/after anomaly to search Log Processor for errors 5
Log Pattern When an anomaly fires, Al Monitor searches OpenSearch logs for entries —
matching selected Log Processor patterns within the correlation window.

Retention Days to keep anomaly records. O = tier default. (advanced+) 0
Email Send email alerts. "No (silent)" records anomalies without emailing. Yes
Email threshold Only email when score exceeds this. 0 = use anomaly threshold. 0
Runbook URL Optional URL included in alert emails for quick incident response. -
Alert if below* Optional value that if triggered will alert. -
Alert if above* Optional value that if triggered will alert. —

Alert if below/above*: Al Monitor anomaly detection doesn’t recognize gradual changes, only sudden
acceleration (runaway indexing, failed ILM policy, unexpected data growth). If you want to alert at an
absolute threshold (e.g. <50GB free) breach specify values in this field.
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Dimensions & Wildcards
Dimensions control which specific resources are monitored:
e {} — Monitor the aggregate (all resources combined into one datapoint)
e {"FunctionName": "my-func"} — Monitor a specific resource
e {"FunctionName": ".*"} — Monitor each resource independently (wildcard). Each matching
resource gets its own baseline.

Click the icon next to the dimensions field to wildcard all dimension keys.

Preview

The Preview button fetches recent metric data to verify the subscription is configured correctly.

Use the Toggle between 1 hour and 24 hours and CloudWatch and OpenSearch using rightmost Preview
toggle buttons:

Preview 2:: Baseline Clone Close

Preview Results
2 dimension combinations in OpenSearch (24h) OpenSearch
Dimensions

Clientld=765710438805, DomainName=logs-logprocessor

Clientld=765710438805, DomainName=logs-logprocessor, Nodeld=cMsBvaSpRICA3ytw7 GaTmA

When multiple dimension combinations exist, Preview shows a table with the values. The OpenSearch
query includes an Account column showing which account the data came from. Right clicking on a
specific dimension in the preview list displays a menu allowing you to create specific subscription for this
resource, review/tweak make your changes and save.

Baseline Display
Click Baseline to view the learned behavior pattern. Shows a 7-column grid (Mon—Sun) with sparkline
charts, meanzstddev bands, and training percentage. Hidden until training exceeds 50%.

Learned Baseline ] Close

Training: 100% | Updated: 07/05/2026, 07:32 AM

W%W%M&M

JS*:_.C:‘ I:ZI 222 633:‘_2 :180__.3' 6:_ 282 6.2 2 276

Owerall: mean=6.21, stddev=2.76 {288 pts)
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Anomalies Panel

Click Anomalies in the header to view recent detections:

Paginated list with score, description, timestamp, and score filter dropdown

Detail panel: full metadata, dimensions, link to subscription, CloudWatch console deep link,
Metrics Insights query, copy OpenSearch query, and Graph the OpenSearch sparkline

Al Explanation (advanced+): natural language analysis of why the anomaly occurred

Trend indicator: worsening/improving/stable/new

Dismiss individual or all anomalies

Recent Anomalies T
All subscriptions (10)

1.3 OpenSean:h free storage (running out)
) 1562518

2026, &=

1.3 OpenSean:h free storage (running out)
1562535

1.2 OpenSearch free storage (running out)
06,20,/2026, 08 alue=15622.10

7.7 CloudWatch Firehose Delivery
06/20/2026, 06:14 AM | value=17.00

2.5 INM memory pressure percentage for Elasticsearch domain
06,/19,/2026, 02:36 PM | value=70.00

W Allscores v

L AREAN Dismiss All Close

CloudWatch Firehose Delivery

Anomaly 1D 6a3667ed-3c6a

Metric AWS/Firehose / DeliveryToS3.Records
Dimensions DeliveryStreamName=logprocessor-delivery-straam
Score T7.73 /10 (threshold: 5.5)

alue 17.0000

Stat Average

Direction both

Account 765710438805

Region us-east-1

Time (UTC 2026-06-2010:14

Time (local) /2002026, 6:14:04 AM

Subscription aws-firehose-deliverytos3 records-mogbkexva

Suppressed No

Expires 3

Trend: — Stable (0 this week vs 0 last week)
& Overall baseline: 1% trained (4/288 points) — accuracy improves over time

CloudWatch Open in Console
SELECT AVERAGE("DeliveryTos3.Records”) FROM SCHEMA(™AWS/Firehose”, De
liveryStreanName)} WHERE DeliveryStreamMame = 'logprocessor-delivery-s
tream’

OpenSearch Copy  Graph

(: T metrics-*/_search {"guery": bool":{"nust":[-'_"ter'm":{"namespac
e":"AWs Firehose™}}, ["term”:{"metric_name” :"DeliveryTo3.Records"}},
{"te {"dinensions.OeliveryStreantiane keywcrd "logprocessor-delive
ry-stream”}},{"range”: {"@timestamp” : {"gte" : "2026-96-20TEE: 14184 718

", "lte":T2026-B6-28T12:14:84, 7182 ,«}}],«} "sort":[{"@timestamp”:"des
"}, "size":28}

Al Analysis

This moderate anomaly represents a 28% increase in Kinesis Firehose records
delivered to 53, which is a relatively modest spike that could stem from legitimate
application activity or upstream data volume fluctuations in your metrics pipeline.
Since the anomaly score is barely above threshold at 4.6/10, this is likely
operational noise rather than a critical failure—Firehose delivery metrics naturally
fluctuate based on batching behavior and data arrival patterns. Start by checking
CloudWatch Logs for any delivery failures or Lambda transformation errors in the
AlMonitor-metrics stream, and review your source application metrics to see if
there was a correspoending spike in data ingestion during that period. If no errors
appear and upstream data volume was higher than baseline, this is normal
wvariation and does not require immediate action; however, if you cbserve
consistent creep above baseline, you may want to right-size your Firehose buffer
settings or review scaling in your metrics collection layer.

[ ismins | Dmiss tame

Note: The score filter dropdown also allows you manage dismissed anomalies. Dismissed
anomalies are used for trending, they purge on their own.
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Maintenance Windows
Click Maintenance to suppress alerts during known events:

Scheduled: Recurring on specific days/time (UTC) with duration
Ad-hoc: Starts immediately for a set duration

Select which subscriptions are affected (default: all)

Active windows show a green ACTIVE badge

Weekly

sun | 30min

Maintenance Windows

Mame
Weekly

Days

O mon D rue DOwed O the O Fri D sat Esun

Dwration (min)

30

Affected subscriptions (37/37): [+]

AlMonitor Billing

ALB 5xx errors

ALB p95 response time

ALB target 5xx (backend errors)

APl Gateway 5xx errors

API Gateway p95 latency

Billing EstimatedCharges

Bytes received on all network interfaces by the EC2 instance
CloudFront 5xx rate

CloudWatch Firehose Delivery

Disk used percentage via CloudWatch Agent - alerts when disk usage is high

Type
Scheduled

Start (UTC) — 02:00 AM local

e6: 08 AM

-
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Reports
Click Reports to manage anomaly summary reports (advanced+):
e Generate: Create an on-demand HTML report with cost analysis

e Schedule: Auto-email on selected days with configurable lookback window (1-30 days)
e Download or preview past reports inline

>

Reports
Schedule (auto-email):
CImvan O 1ue Dwed Cthe O Fi Csat Sun  Lookback Window (days) T Mumber of days to include in the report (1-30, default 7)
Recent Reports 10 W
anomaly-report-20260615-182022.html
6/15/2026, 2:20:22 PM » 6.7 KB Download
:r:onfl{:ep;{:nfozﬁﬁlg 181803 el Download
anomaly-report-20260615-181350.html
6/15/2026, 2:13:50 PM « 6.0 KB Download
anomaly-report-20260615-161344.html Download
6/15/2026, 1221344 PM « 5.7 KB
:.r:i_?;?g_ﬁe{:?‘t_:z?z‘gﬁ:g-1?3?5?“ml Download
anomaly-report-20260614-113344. html et | ¥
« Frev  1/5 Nextw»
Report Preview Close
Al Monitor — Anomaly Report
Period: 2026-06-08 to 2026-06-15 (7 days) » Generated: 2026-06-15 18:20 UTC (2026-06-15 14:20
(America/New_York))
Executive Summary
During the week of June 8-15, 2026, three anomalies were detected across your AWS environment with two classified
as high severity, primarily affecting Application Load Balancer target response times. The stable trend of 43 metrics
indicates overall system health, though the emergence of 4 new anomalies warrants investigation to prevent
escalation. We recommend prioritizing root cause analysis on the two high-severity TargetResponseTime incidents
and reviewing Lambda Duration patterns to ensure performance SLAS are maintained across your 31 active
subscriptions.
Summary
Metric Value
Total Anomalies Detected 3
High Severity (score =7) 2
Medium Severity (score 2 5) 1
Low Severity (score < 5) 0
Suppressed (maintenance) 0 v
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Version History

Click Versions to view the version history of your configuration:
e View timestamps, sizes, and current version indicator
e Diff: Compare any version against current
e Restore: One-click rollback to any previous version (admin only)
e Download: Export any version as JSON

Version History Close
Date Size Status 0
6/20/2026, 6:13:09 AM 21.6KB current I
6/19/2026, 2:25:54 PM 21.6K8 ! Diff

JSON Diff vs Current Close
~ Opensearch free storage (running out)

ancmalyThreshold: 6.5 + 1

6/19/2026, 1:09:14 PM 21.6k8 1 Diff
JSON Diff vs Current Close

~ CloudWatch Firehose Delivery
ancmalyThreshold: 4 + 5.5
notifyemail: true + false

~ Opensearch free storage (running out)
ancmalyThreshold: 6.5 + 1

Keyboard Shortcuts

Context Action
™~ Subscription list Navigate subscriptions
™~ Anomaly list Navigate anomalies (auto-pages)
™~ Maintenance list Navigate windows
Double-click Subscription list Toggle enabled/disabled
Enter Al prompt Submit suggestion request
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SNS Message Attributes

All anomaly alerts include SNS message attributes for filter-based routing:

Attribute Description
score Number Anomaly score (0—10)
severity String low / medium / high / critical
namespace String CloudWatch namespace
metricName String Metric name
subscriptionld String Subscription identifier
description String Subscription description
accountld String Source account ID

Use these to create SNS subscription filter policies for routing specific alerts to Slack, PagerDuty,
Lambda, or other targets.

Tips

e Start with a high threshold (4.0-5.0) and lower it as the baseline matures

e Use direction: high for error metrics, direction: low for availability metrics

e Wildcard dimensions (".*") create independent baselines per resource — powerful but
increases detection cycle time

e Use maintenance windows during deployments to avoid false positives

e The Email threshold field lets you record all anomalies but only email on high-severity ones

e Clone subscriptions to quickly set up similar monitoring with different thresholds or
dimensions

10



